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Traditional security can’t keep pace

Too much Too many Too much Too many
to do vendors complexity alerts



Clients need a modern, open, unified approach to security

Client’s Security Challenges C/@ {ié &% ‘é@

Cloud Advanced Compliance Skills Mobile, Edge
Security Threats and Privacy Shortage and IoT / OT

IBM Solutions
ALIGN
\ your security strategy to your business
PROTECT MANAGE
\ digital users, assets, and data defenses against growing threats
MODERNIZE
your security with an open, multicloud platform

IBM Differentiation Deep Open AI-Driven Largest

Expertise Platform Technology Ecosystem

IBM Security / © 2020 IBM Corporation



IBM Differentiation

€
=

Deep
Expertise
* Trusted Advisors

« Command Centers

* Global Industry
Expertise

IBM Securi ity / © 2020 IBM Corporatio
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Open
Platform

Cloud Pak
for Security

& RedHat

AI-Driven
Technology

* Manage
growing threats

* Protect
digital landscape

» Modernize
security architecture

Largest
Ecosystem

» X-Force Exchange
* Solution and GTM

CIA

OPEN CYBERSECURITY
ALLIANCE



The industry’s broadest and most complete security portfolio

STRATEGY AND RISK

ALIGN

DIGITAL TRUST

PROTECT

Protect Critical Assets

» SDLC Consulting

» Data Protection Services
* Guardium

» Data Risk Manager
» Multi-cloud Encryption
» Key Lifecycle Manager

Deliver Digital Identity Trust
» Trusteer

» Verify

IBM Security / © 2020 IBM Corporation

Advance Security Maturity
» Strategy and Planning

Risk Assessments

» Advisory Services

Govern Users and Identities

Identity Management Services
Identity Governance

Verify

Verify Access

Verify Privilege

Unify Endpoint Management
Endpoint Management Services

MaaS360

Build Leadership and Culture
» IBM Security Command Center

» IBM Security Command Mobile

THREAT MANAGEMENT

MANAGE

Stop Advanced Threats
» Security Operations Consulting

» X-Force Threat Management Services

» X-Force Red

e QRadar

MODERNIZE

Cloud Pak for Security | Cloud Security Services

Cloud Security Products

+ IBM Security Command Onsite
» IBM Security Command Virtual

Orchestrate Incident Response
* Resilient
» X-Force IRIS

Master Threat Hunting
» i2 Intelligence Analysis
e QRadar Advisor with Watson
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Hundreds of open integrations at the center of your ecosystem
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A unified and open approach for teams
to connect data and workflows

\
N AVAY \

Threat Data Identity & Access Open Security
Management Security Management Ecosystem

IBM Security / © 2020 IBM Corporation 8



Who depends on IBM?

IBM Security secures

100%

of the US Fortune 100

95%

of the Global Fortune 500

We are invested to be the best

Proven security
market leadership
across 14 segments

IBM Security / © 2020 IBM Corporation

Finance

49 out of 50 of the world’s
largest financial services
and banking companies

Tech

13 out of 15 of the world’s
largest technology companies

SIEM
Security Analytics

Fraud Reduction
Intelligence Platform

Web Fraud Detection

Healthcare
14 out of 15 of the

world’s largest healthcare
companies

Telecom
The 10 largest telecom
companies

Identity Governance
Access Management
Identity as a Service
Identity Management

Risk-Based Authentication

Automotive

19 out of 20 of the world’s
largest motor vehicle and
parts companies

Airline
8 out of 10 of the world’s
largest airline companies

Data Security and Database Security
Data Center Backup and Recovery
Unified Endpoint Management
Managed Security Services

Cybersecurity Incident Response Services

9



Where we are now

Largest enterprise cybersecurity provider

Leader in 14 security market segments

8,000+ security employees

20+ security acquisitions

70B+ security events monitored per day

(3 IBM Security



Security Eco System

»[-.x]  Ensure access only to intended
x users

2P @ Implement Zero Trust security for
increased Digital Trust

Limit access to specific roles

@\ Enforce consistent security controls
") of Data and files across on prem &
hybrid computing platforms

|§| Ensure Compliance with Regulatory
{5 Compliance access rules

IBM Security / © 2019 IBM Corporation 11



Digital Trust — Identity Verity

(§ IBM Security



)
Being in ConteONBY ﬁ

Your Insurance

Enterprise
Employees &
Contractors

Access

IBM Security Verify

SSO | MFA | Provisioning/Governanc

e

Privilege

2 Google Cloud

v

L

-

-

™
-

Identity

A 4

boxX - fon
T ¢ IBM Cloud

On Premise Apps
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THE FORRESTER WAVE™
Risk-Based Authentication
Q2 2020




Cloud Identity — Adaptive Access

with adaptive access is an intelligent access
management platform that combines advanced risk detection with a robust
access poli he full context of a user’s ider

Deep identity verification is a How does a

challenge. business
Username balance user
experience

Password :
= | :> and risk?

Location

User
Experience

IBM Security / © 2019 IBM Corporation 15


https://www.ibm.com/products/verify

The Real Francine

Personal Identifiable Information

v

Social Security#

Username
Password

Login Geography

MAC Address

@ Analyzed Identity

X

Francine

Vargas

fran.vargas@work.com

(267)647-6030

San Francisco, CA

» O O O O @

United States Social Security#
Mouse Speed Username
Typing Speed Password
Device Usage Login Geography
Online Behavior MAC Address

Personal Identifiable Information

Francine

Vargas
fran.vargas@work.com
(267)647-6030
Moscow

Russia

Mouse Speed
Typing Speed
Device Usage

Online Behavior

X X K K < L



Digital Trust — Guardium Suite

(§ IBM Security



The Data Protection Problem Today

Will you be doing enough to protect data that runs your business?

$400B+ =

of intellectual property
in the U.S. is stolen each year

2
N

Data . Attack

Data security and compliance will get more difficult

g/ of your company’s

7 O O value likely lies in
intellectual property

Customer data, product designs, sales

information, proprietary algorithms,
communications, efc.

Source: TechRadar

O/o of breaches go after
+ data in servers
Regardless of the attach vector, the hacker’s

goal is to get privileged access to valuable
data

Source: Verizon Reports

O/ of breaches take

86 O  months-years to
discover

Enterprise data is easy to compromise and

hard to monitor with traditional perimeter
tools

Source: Verizon Reports
o / Of enterprises do not
70 O  know what privileged
users are doing

Privileged access goes unnoticed

Cost of a US Data
- Breach

Impact of data breaches increasing and affecting
customer trust, liability, loss revenue, brand
reputation

Source: X-Force Report




Guardium Security — It's a Journey

Data at Rest Configuration Data in Motion

s f G SO o
g o LT .

Discovery £ Vulnerability Entitlements Activity Blocking Dynamic Data &
Classification P Assessment Reporting Monitoring Quarantine Masking

IBM Security / © 2020 IBM Corporation 19



Guardium Security — It's a Journey

oo SR

Data at Rest Configuration Data in Motion Insight and Data Risk
> -y s o = :
\}\ oy SS E,,\ go"
W A =S -
Dlsgqver.y Encryption Vulnerability Entltlem.ents Acflwt_y Blocklr?g Dynamlc.: Data O_ ‘@@
Classification Assessment Reporting Monitoring Quarantine Masking -
Where is the How to secure the What is actually How to protect HOM{ t_O .get early
sensitive data? repository? happening? sensitive data to visibility on
reduce risk? sensiti ve?data
How to protect Who can How to prevent risks? How to effectively
sensitive data? access? unauthorized communicate and
activities? mitigate sensitive
sensitive data
risks?

Guardium Vulnerability

Assessment (VA)

Guardium Insights

IBM Security / © 2020 IBM Corporation 20



Threat Management

(X IBM Security
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The industry’s broadest and most complete security portfolio

STRATEGY AND RISK

ALIGN

DIGITAL TRUST

PROTECT

Protect Critical Assets

» SDLC Consulting

» Data Protection Services
* Guardium

» Data Risk Manager

» Multi-cloud Encryption

» Key Lifecycle Manager

Deliver Digital Identity Trust
» Trusteer

» Verify

IBM Security / © 2020 IBM Corporation

Advance Security Maturity
» Strategy and Planning

Risk Assessments

» Advisory Services

Govern Users and Identities

Identity Management Services
Identity Governance

Verify

Verify Access

Secret Server

Unify Endpoint Management
Endpoint Management Services

MaaS360

Build Leadership and Culture
» IBM Security Command Center

» IBM Security Command Mobile

THREAT MANAGEMENT

MANAGE

Stop Advanced Threats
» Security Operations Consulting

» X-Force Threat Management Services

» X-Force Red

e QRadar

MODERNIZE

Cloud Pak for Security || Cloud Security Services

Cloud Security Products

+ IBM Security Command Onsite
» IBM Security Command Virtual

Orchestrate Incident Response
* Resilient

» X-Force IRIS

Master Threat Hunting
» i2 Intelligence Analysis
e QRadar Advisor with Watson

A (LY
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4 pillars of an effective SIEM

IBMS

Complete
Visibility

&

Normalization
Categorization
Enrichment
Network,
endpoint,
cloud, user

and
application

Prioritized
Threat Detection

@

e MITRE ATT&CK
* Models

* Behavior
chaining

* Global threat
intelligence

Automated
Investigations

@

Al
Data mining
Supervised learning

Unstructured data
analysis

* Federated Search

Integrated
Response

—0

Dynamic
playbooks

Automation
Orchestration

Privacy breach
reporting

23



[BM Security ORadar

«  Unify SOC workflows by effectively
addressing threats with an
integrated visibility, detection,
investigation and response platform

«  Augment security staff with Al-
assisted triage and automated
response playbooks

*  Mature security operations with
visualized use case coverage, OOTB
content, and expert threat
intelligence powered by IBM's X-
Force IRIS

«  Address regulatory risk and report on
compliance adherence with out-of-
the-box content for GDPR, ISO
27001, HIPAA, and more

IBM Security / © 2020 IBM Corporation



Complete visibility

Visibility ppose
into cloud
usage and G DG
risks across the
network
Real-time Endpoint
insights visibility
into user with
behavior Sysmon

“QRadar drastically reduced the time it took us to connect our 200+hybrid multi-cloud accounts to QRadar. This made it
easy to consume both events and network flow traffic from our AWS and other cloud environments.”

Large US-based Insurance Company

IBM Security / © 2020 IBM Corporation
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Threat detection

Identify Detected an Attempt to Dump the Container Token preceded by Container Creating Another Container containing Create a Pod Dynam ically
known and adjust
unknown as attacks

threats unfold
Real time .

. Automatic
detection k
ally link
across multiple

100’s of malicigus
securit )

y behaviors
use cases

“IBM QRadar improves the speed and effectiveness of detecting threats by nearly 75%.”

Forrester

IBM Security / © 2020 IBM Corporation
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Automated investigation

Let Watson Unscclairrsct:g?n ;he
automatically Souree At
determine P
threat attack so you can
riorities respond
P effectively
Map
investigations -
to MITRE Hun:l ';P;r;itr;s via
ATT&CK tactics

and techniques

“QRadar offers strong support for incident investigation by providing context enrichment from internal and external sources,
suggesting next steps based on attacker actions and prioritizing alerts for further action.”

Gartner

IBM Security / © 2020 IBM Corporation
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Wouldn't it be great If you
could...




IBM Security
Resilient .

oma Respond with confidence

< Automate with intelligence

©)
o~ Collaborate with consistency

IBM Security / © 2020 IBM Corporation



Respond to incidents with
confidence

Guide and empower your security teams with
knowledge

Features and capabilities:

« Capture and digitize industry and organizational
knowledge in incident playbooks

«  Empower existing staff to adapt response
processes to meet attacks

*  Meet compliance requirements with leading
knowledgebase of global breach reporting
requirements

*  Prioritize incident response with a clear picture of
the relationships between artifacts and incidents

IBM Security / © 2020 IBM Corporation

nResilient  oshooares -

MRESIlient  oastboards + Incidents  Create  +

Privacy

The foll

Related Incidents

30



Escalate via SIEM, EDR, or NGFW

Identify affected assets — CMDB/AD/IAM
Check IOCs against Threat Intelligence Feeds

Correlate historical incidents and data

Manual Enrichment — Pull activity from endpoints,
external networks, VPN logs, DNS records, network
infrastructure, and endpoint forensics.

Incident Tracking — Maintain detailed notes
and tasks throughout the incident lifecycle

Maintain audit trail and logging — Maintain a
courtroom-admissible audit trail of an incident
response

Report incident status and provide visibility
to management

5 min
5-10 min

5 min

10-20 min

30-55 min

N/A

N/A

N/A

10 sec

10 sec

10 sec

instant

30 sec

instant

instant

instant

Escalate suspicious endpoint activity incident from QRadar

CMDB lookup on laptop and Active Directory user lookup
Incident includes hash that is tied to known Locky variant

2 other incidents in the last month have the same hash and
outbound traffic, pointing to a larger campaign

Use carbon black to pull process tree from laptop, DNS from
web proxy to find C2 server

Resilient automatically tracks tasks and actions completed
as part of an incident response, all analyst notes are stored
in the platform

Everything done in Resilient is logged and cannot be modified.
When subpoenaed in court, management can just print out
the log

Executive dashboards and external notifications give
management real-time insight without any extra effort from
the SOC

S S

IBM Security / © 2020 IBM Corporation



Meet privacy breach reporting
demands with Resilient ——

170+ global regulations— in product to
help customers to remain compliant with
the complex breach notification
requirements

Integrated breach notification and data
subject request with the wider Cyber

NResilient  oasnboards +  ncidents

Security Incident Response plan — one e
central place of incident management

Full simulation and table-top capabilities
to train Privacy & IR teams on consistent,
repeatable procedures

GDPR, PIPEDA, HIPAA, CCPA and all 50
states breach notifications rules included
in the solution

IBM Security / © 2020 IBM Corporation




IBM Cloud Pak for Security

A platform to more quickly integrate your existing L
security teams and tools to generate deeper insights e —
into threats, orchestrate actions and automate 5

responses—all while leaving your data where it is.

« Gain security insights

With a unified console that provides visibility and analytics across
IBM and 3rd party security tools, data, and clouds o e

+ Take action faster

With AT and automation, simplify operations and streamline
response, to save time and lower risk

» Modernize your architecture
Modernize your architecture and run anywhere with open, multicloud
platform that gives you flexibility, extensibility and avoids lock-in

‘ . —
IBM Security / © 2020 IBM Corporation
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IBM Cloud Pak for Security

An open multicloud platform to gain security insights, take action faster,
and modernize your architecture

Threat BEVE] Identity & Access Open Security
Management Security Management Ecosystem

+ Data connection + Case management » Automation
» Asset enrichment + Orchestration * Development tools

Open and integrated hybrid multicloud platform

SIEM EDR Cloud Data Database Network Additional
tools tools repositories lakes protection protection point solutions

S TS

On premise Hybrid Cloud Multicloud




IBM /AS/400/IBM Power Systems Security.

(§ IBM Security



Security and Compliance Tools for IBM |

Service offerings from IBM Systems Lab Services

Tools / Feature

Compliance Automation and Reporting
with Event Monitoring Tool (CART)

Function

Daily compliance dashboard report/s at LPAR, system
or enterprise level with event monitoring

Benefit

Enables compliance officer to demonstrate
adherence to pre-defined security polices

Security Diagnostics

Reports detailing security configuration settings and
identifying deficiencies

Reduces operator time involved in remediating
security exposures

Privileged Elevation Tool (FIRECALL)

Controls the number of privileged users

Ensures compliance with industry guidelines on
privileged users

Access Control Monitor

Monitors security deviations from application design

Prevents user application failures due to
inconsistent access controls

Network Interface Firewall
for IBM i Exit Points

Controls access to Exit Point interfaces such as
ODBC, FTP, RMTCMD, Command Restrictions, etc

Reduces threat of unauthorized security breach
and data loss

SYSLOG Reporting Manager

Simplifies QAUDJRN / IFS file change events to
syslog (CEF)

Utility to allow the IBM i to participate with SIEM
solutions

Certificate Expiration Manager

Simplifies management of digital certificates expiration

Helps operators prevent system outages due to
expired certificates

Password Synchronization

Aids users with enhanced PWD management

Maintains consistent PWDs and SVRAUTE

Advanced Authentication

Service Program to enable MFA in applications

Includes PWD Reset and Signon utilities

Single Sign On (SSO) Suite

BM Security / © 2020 IBM Corporation

Simplifies implementation of SSO and password
synchronization

Reduces password resets and simplifies end user
experience

36



Compliance Automation and Event Monitoring
Tool

Centralized reporting of IBM i security

An automated collection, analysis, and reporting tool on over 1100 security related risks,
information, statistics and demographics. All in one location and easy to use!

=Covers:

Audit Journal and QHST Event

Monitoring/Alerts
Password management
Profile administration
Special authorities
Group inheritance
Network configuration
NetServer attributes
Operational security
PTF Currency

Security risks and more!

=Daily compliance
dashboard reports at VM
(partition), system or
enterorise level

Enables compliance officer to demonstrate adherence
to pre-defined or customer-defined security polices.

Security reporting made easy!

Overall Status of Systems in the Enterprise

By Region

By Data Center

By Country
r /S 7 7/ I II
Voo Ao
By UATIOAT By System Purpose By Operating System Version




Privileged Elevation Tool
(FIRECALL)

Ensures compliance to industry guidelines on privileged users

Without careful control, privileged users can pose a risk to your system
security. This tool enables the security administrator to reduce privileged
accounts, with a mechanism to temporarily elevate privileges to users when

needed.
= Service Ticket Manager FIREMENU Security and Compliance FIRECALL Administration Tool

. Optlon to change Select one of the following: Profile Swap Selection Window

Identlty for . FIRECALL Position To:
troubleshooting, IFS
. Service Tic 1=Select 5=Display 8=Access List
access and object .
Ownership 5. Se Privileged Opt User ID User Description
. 6 S To install FCEMRUSR  Default FIRECALL ID
requirements QSECOFR Security Officer

= Fully audited

= Automated email ;
notifications sent to >. D y | User Identi F3=Exit
distribution list when
tool is invoked that
includes a log of f_

activities performed Fi=Help F2=WRKLNK F5=0UTQ F6=J0BQ  F7=WRKACTJOB  F8=FIRECALL MSGs
2 (C) Copyright IBM Corporation 2014, 2016, 2018, 2020 All Rights Reserved.
» Customizable PYFIS P ¢

Adopt(A). S Bottom

F3/F12=EXIT F4=Select User F10=Proceed




Network Interface Firewall for IBM

| Exit Points

Reduces threat of unauthorized network access
= Exit programs allow system administrators to control

which activities a user account is allowed for each of the
specific servers. This easy to use interface addresses the
most commonly used network interfaces.

=N EoR %™

5/24/17 Work with Exit Point Definitions 13:50:06

Position to: Filter Definitions: ALLOBJ: *NOTUSED

Type options, press Enter.
5=Display 8=Add Exit

9=Remove Exit N=*ON L=*LOGONLY W=WRKREGINF
Status

*ADDED2NAT

Opt Definition Exit Point Name Exit Point Description
DRDADDM CHGNETA DRDA/DDM Logon
DSTPGMC QIBM_QZRC_RMT Di outed Program Cal
DTAQSRVR QIBM_QZHQ_DATA_QUEUE Ho ers DATAQ Ser
FILESRVR QIBM_QPWFS_FILE_SERV Ho ers File Server
FTPCLNRQ QIBM_QTMF_CLIENT_REQ FTP Client Request Validation
FTPLOGON QIBM_QTMF_SVR_LOGON FTP Server Lo
FTPSVRRQ QIBM_QTMF_SERVER_REQ FTP Request Validation
HSTPRT QIBM_QNPS_ENTRY Host Server Net Print Server
0JDBC QIBM_QZDA_INIT DB Logon - ODBC/JDBC/File XFR
0SaL1 QIBM_QZDA_SAL1 rer SQL Access
0sQL2 QIBM_QZDA_SQL2 /er SQL Access
REXECREQ QIBM_QTMX_SERVER_REQ equest Validation
RMTCMD QIBM_QZRC_RMT RMTCMD Logon

*ADDED2XPT

*ADDED2XPT

F3=Exit F5=Refresh F6=Create Definition F9=Command Line

Users denied by default for
greater security

Users allowed are
added via menu

Allow access through Group
Profiles

Restrict by IP Address, Range
Log only mode

Current exit point coverage:

DRDA / DDM

- IFS

- FTP

— ODBC/JDBC/File Transfer

- REXEC



SYSLOG Reporting Manager

Simplifies the management and reporting of IBM 1 SIEM events

= Monitors QAUDJIRN, QHST
Messages, MSGQs, IFS stream file

Configure Audit Monitor

Audit monitor

Changes’ and more! ay after entries are read
Ty;?e options. press Enter
= Formats events to Common Event 6=Enable 7=Disable Position to

Jrn Monitoring

Format (CEF and LEEF) for Security Opt EntType Description Enabled
Information and Event /
Management consumption

s control

- RepOFtS eventS Vla SySlOg ‘ > fi [ created. or restored
messages in near real time!

ck

= Easy setup Link. unl

F3=Save/Exit F5=Refresh F12=Cancel

Mar 30 20:29:51 p4.ai.stgt.spc.ihost.com auth|security:info : <38>1 2018-03-
30T20:29:44.792240+02:00 iSosp4.ai.stgt.spc.ihost.com — — — — CEF:0|IBM|IBM i|7.3|QSYS-
QAUDJRN|T-CD|Low | reason=Command string audit msg=Command run interactively from a command
line or by choosing a menu option that runs a CL command - QSH fileType=*%CMD
csllabel=cbjName csl1=QSHELL/QSH suser=BARLEN sproc=212409/BARLEN/QPADEV0002 shost=I50SP4

Mar 30 20:30:36 p4.ai.stgt.spc.ihost.com local2:info : <150>1 2018-03-
30T20:30:26.686016+02:00 iSosp4.ai.stgt.spc.ihost.com — - — — CEF:0|IBM|IBM i|7.3|IFSMON|IFS
File Monitor Journal Entry Type B-WA|3|act=B-WA Write, after-image event
sproc=212658/BARLEN/QZSHSH suser=BARLEN shost=I50SP4
filerPath=/home/barlen/ifsmon/weblogl.log fileType=*STMF cslLabel=changedData csl=Web server
configuration changed for instance HRINFORM

ey

RPP=, O SN WP TR YR L T S TRV PSRy v T S S Y

PP T

s SRR ST S
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Security Diagnostics

In depth security collection and reporting

.Reduces Securlty ’._.- files Programs JobD IFS Sysval Comms Libraries

Ad-Hoc1 Ad-Hoc?2

administrator time
involved in remediating

exposures o e S
Profiles Programs JobD IFS Sysval Comms Libraries Subsystem
-Reports on: Misc. Ad-Hocl Ad-Hoc2
0 : . Users Special Aut Status
— User prOflleS : . Users w/Default Pwd :
. : 3. Users Cmd Line Access : s Reserved
- Adopted authOrIty 4. Users Initial Pgm & Mnu :
: 5. IBM USRPRF *NE Shipped
H : 6. All Q Users
- Trlgger programs : . USRPRF Pwd Exp *NE SYSVAL
: 8. USRPRF
- Work Management : 9. USRPRF Not Owned b:
: 0. USRPRF NOT *PUBLIC: User Profile not Signed on in xx Days
- it I I : . USRPRF Privately A:
AUdItlng Conflguratlon : 2. USRPRF with NO Tex: Run this Option: Y  (Y=Yes, N=No)
. : 3. GRPPRF Information:
— Network attributes : . User ATTN Pgn Info:  # of Days Not Signed On?: 098 (1 to 999)
. : . All User Profiles :
- Integrated File Systen : 6. All *ENABLEd Profi:

. User Profile Owner:

8. Display All User P:

— Password Analysis

— Over 70 reports




IBM i Password Synchronization

Enhanced protection through strict password criteria

Checks the password to see if it contains:

» Any words from a maintainable dictionary of disallowed
words. Seeded with top 10,000 passwords found in
reported breaches

» Previous passwords from all LPARs

PARs

"N

Federated DB of pr

ed for r systems

= Server authentication entries updated

= Assures the security administrator that passwords
being entered are not trivial

» Checks against the password rules of each system
= Fully audited

Does password
meet exit
program

Password is not
changed,
command
returns
message

Command
completes,
password is
changed

42



IBM | Password Synchronization

(continued)

Enhanced protection through additional password checking

Checks the password to see if it contains:

» Any words from a maintainable dictionary of disallowed words. Seeded
with the top 10,000 passwords found in globally reported breaches

> Origi?8MpestHised Rassivordstomers unable to move from V5RA4, it is useful

for al password S
PaSS\ sl=sislEls e
access
starwars
gwerty
biteme

dragon
p***y
baseball
football

letmein
monkey
secret
abc123
mustang
michael
shadow
master

jennifer
hello

superma
n harley
abcd123
4 f*****e
hunter
f*****u
trustnol
ranger

thomas
tigger
robert
soccer
f**k
batman
test
pass
killer

hockey

george
charlie
andrew
michelle
love
sunshine
jessica
a****le
asdfgh

43



Advanced Authentication

Limit access to applications/systems to properly authenticated
users

Generates highly secure RFC6238 based one-time

passwords (TOTP) ensuring that only properly IBMibased QR code

authenticated users are authorized access to critical generator
applications and data.

No internet connection
“=ggrequired

Audit of registration and
Unauthor f th n use

Use as a sign on
application, password reset

30

This program will terminate after S minutes of inactivity.

tool,§ d

Please enter your verification code:

User: TAFORD System/Date/Time: CTCIOOSC 010920 01:41:06

(C) COPYRIGHT IBM CORP. 2020.




Access Control Monitor

Monitor security deviations from application design

Ad hoc or scheduled reporting to check and report on application objects that are
out of corporate security policy standards, data classifications, or other security

related configurations

Prevents user application failures due to inconsistent access controls

Object Authority Exceptions

KEY LIBRARY

AUD CHG | BADINGB
AUT CHG | BADINGB
AUT CHG | BADINGB

AUT CHG | BADINGB

AP N M

o TN A M

= Monitors compliance of libraries, objects, and authorization Lists

OBJECT

XCLMERG

QQMQRYSRC1

TEST2

TEST3

TYPE

*FILE

*FILE

*FILE

*FILE

USER

*PUBLIC

*PUBLIC

*PUBLIC

OBJECT
AUTHORITY

*EXCLUDE

*CHANGE

*CHANGE

OBJECT
AUTHORIT
STANDARD

*USE

*EXCLUDE

*EXCLUDE

AT A N M

)

|
é

OBJECT
AUDIT
VALUE

*NONE

= Customer extensible to allow automation of objects back into compliance

OBJECT
AUDIT
STANDARD

*CHANGE



Certificate Expiration Manager
(CEM)

Simnlifiac tha manacamant af digj orti 0

[ Maintains a I.Og Of all (% PowerSC Tools for IBM | - Certificate Expiration Manager V1.4.0

File Options
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Single Sign On (SSO) Suite

Simplify SSO implementation reducing help desk costs
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And it all ties together...

From the Digital Trust segment of the IBM Security portfolio

We can protect the DB2 database instances on i Series platforms
Using Guardium Activity monitor
This application performs Data Activity Monitoring (via S-TAPS)



And it all ties together...continued

From the Threat management segment of the IBM Security portfolio.

We can tie the i Series to our SIEM platform for event correlation using SYSLOG Reporting
Manager.

The manager sends along audit journal entries, history log events, custom events, IFS file
change events, message queue events, and database table change events to a remote
syslog / SIEM server via UDP or TCP protocol



Thank you

Follow us on:
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Statement of Good Security Practices: IT system security involves protecting systems and information through
prevention, detection and response to improper access from within and outside your enterprise. Improper access can
result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your
systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
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systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most
effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
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