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Company Overview

 Company Formed in 2005

 Area of expertise
 Plex and 2e consulting and development

 Solution Architecture

 Enterprise Architecture

 Hardware provisioning

 Members worked with Plex since 1995 and 2e 
since 1992



Introduction

 Application security is a fundamental flaw of 

most development efforts – Often Overlooked 

until the end

 Securing your Plex applications should be a 

simple process

 Provides a complete configurable environment

 Security Model is commercially available

 Current Customers

 Spar 

 Columbus Stainless
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Overview Of Functionality

 Group and Role Based authority

 Object level access control

 Secure MDI Parent with dynamic menu building 
and explorer

 Field level access control

 Event access control

 Segregation of Authority

 Session Management (IBMi)

 Server/Environment Management (IBMi)

 Security Management Console
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Group and Role Based authority

 A ROLE can be considered as a process 
performed within the Business unit or Job

 A GROUP can have multiple ROLES

 Conversely a ROLE can belong to multiple 
GROUPS

 A GROUP can be considered as a Business Unit 
or Job Description
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Object Level Access Control

 Access to functions is granted at the object 

level

 Functions are linked to a ROLE

 A ROLE is linked to a GROUP ROLE

 A GROUP ROLE is linked to a USER

 Access is assigned at the object level to 

enable integration to other Plex systems, 

i.e YouEye (Desynit).
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Secure MDI Parent With Dynamic 

Menu Building and Explorer

 An MDI function provides the calling mechanism 
of the Security Model

 Menus are dynamically built according to the 
Group Role that the user belongs to

 Users only see Menus that have an authorised
function associated with it

 NOTE: Authority is granted at the function level 
and not the menu level



Secure MDI Parent With Dynamic 

Menu Building and Explorer
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Field Level Access Control

 Field  level access control is granted at the Group 
Level

 Access Levels can be
 DEFAULT – Keep as is

 MODIFY – Modify field

 PASSWORD  PROTECTED – Masks field with „*‟ and 
makes read only

 READ ONLY – Cannot modify data
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Event Access Control

 A meta code stub is provided to facilitate the event check

 If a user is not authorised to a function, the button must be 
disabled
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Segregation of Authority

 Administrators are segregated from each other by 

application areas

 Application areas prevent unauthorised granting 

of authority across application owner boundaries

 Roles and authorities can be seen but not 

assigned
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Session management

 Session Management provides an audit trail of 

all clients that are either Active, Inactive or 

Timed Out.

 Job Log is viewable for the Security and 

Application Domains (IBMi only)
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Server/Environment Management

 Servers are configured to provide the IP Address and Port 
Number to connect to

 A test button is provided to test the connection

 Environments work in conjunction with Servers

 Environments provide the following configurations
 Which server contains your applications

 Which Security data is to be used

 Which is the default Library (don‟t have to assign an environment to 
every user)

 Variable values associated with this environment (eg Report 
addresses)

 Paths to PC objects

 Library Lists (IBMi Only)

 Users can be assigned multiple environments, if they have 
none the default is used

 Users with multiple environments can select an environment 
when logging on.



Overview Of 

Functionality

Security 

Management 

Console



Security Management Console

 A single management console is provided to configure the 
complete environment
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Data Creation And Presentation

 Servers/Environments

 Roles

 System Users

 Functions

 Maintain Menu

 Field Security

 Function Authority

 Menu Authority

 Segregation of authority
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Server Configuration



Environments
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Roles

 Roles are created as a Group Role or not

 If it is marked as a Group Role, normal Roles can 
be assigned to it

 Only Group roles are assigned to a user
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Users

 Users assigns a Group Role to a User

 Logon authentication can be done at 3 levels

 Active Directory (Implies single sign on for IBMi)

 IBMi

 Security Model

 Users can be allocated an Effective and Expiry Date

 Additional User environments can be allocated with 

Effective and Expiry Dates

 A logon Audit is kept per user
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Functions

 Functions contain the Description and optional 
Panel Generator definitions

 The Panel Generator is used to create the fields 
for the Field Security

 Functions can be defined as  Client Server or 
Web URL

 Web URL will open the address in a function 
panel
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Maintain Menu

 Menu‟s are hierarchically defined

 Menu‟s can be sequenced by a sequence 
number, if left 0, they will be shown alphabetically

 A function is linked to a menu
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Field Security

 Field Security is only available to functions that 
have a “Secure Panel Generator” function defined

 Authority is assigned to a Group Role

 “Rebuild Fields” will create or add fields
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Function Authority

 Access to functions is granted by dragging a 

role and dropping it onto a function

 Roles that are highlighted in Red are not 

available to the user because of the Authority 

Segregation

 Access granted to Functions

will reflect on the menu authority
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Menu Authority

 Access to menus is granted by dragging a role 

and dropping it onto a Menu

 Roles that are highlighted in Red are not available 

to the user because of the Authority Segregation

 Access granted to Menus

will reflect on the Function 

Authority
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Segregation of Authority

 Prevents administrators of different application 
areas giving unauthorised access

 An Application Area combines 
Users and Roles 
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Pattern Implementation

 Secure MDI

 Secured Buttons and Function

 Security Panel
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Secure MDI

 The Secure MDI provides the Logon, Menu 
Building, Function Explorer and Calling 
functionality

 The authentication system needs to be set
 Security_AD_iSeries provides a single sign on 

environment, authenticating against Active Directory and 
using a single user id for connecting to the iSeries.

 Security_iSeries uses individual iSeries ID‟s and 
passwords for connecting to an iSeries.

 Security_Local uses the local user id and password as 
defined to the security model.



Secure MDI
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 To be able to modify the MDI and Explorer the 
following triples are needed
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Secured Buttons and Function

 The *Secure Function Pattern prevents 
functions from being called from within Plex or 
the Command Line

 The *Secure Buttons provides a framework for 
setting the state of events depending on a 
functions authority
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Security Panel

 To Provide field level security inherit from

 Security Panel
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Customer Testimonial (Summarised)

 …the main advantages of the security pattern is that it 
gives you a whole lot of functionality and a framework 
for your applications which is extremely flexible and 
configurable all in one module

 …it also provides us with full functionality to manage the 
access control to the application and managing the 
access to different environments (Development, Testing 
and Production) which is a huge advantage as we have a 
single point of entry to our different environments with 
the option to give users access to the different 
environments

 The security pattern gave us a huge advantage in 
allowing us to keep our focus on the application 
functionality without the need to assign valuable 
resources to develop the above mentioned functionality.
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Future Plans

 Acting Authority

 Full auditing, allowing traceability of Function 

call to Authority Assignment



QUESTIONS


