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Company Overview

Company Formed in 2005

Area of expertise
Plex and 2e consulting and development
Solution Architecture
Enterprise Architecture
Hardware provisioning

Members worked with Plex since 1995 and 2e
since 1992
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Introduction

Application security Is a fundamental flaw of
most development efforts — Often Overlooked
until the end

Securing your Plex applications should be a
simple process

Provides a complete configurable environment
Security Model is commercially available

Current Customers
Spar
Columbus Stainless

nnnnnnnnnnnnnnnnnnnnnnnnnnn



ORA

COMPUTING




Overview Of Functionality

Group and Role Based authority
Object level access control

Secure MDI Parent with dynamic menu building
and explorer

Field level access control

Event access control

Segregation of Authority

Session Management (IBMi)
Server/Environment Management (IBMi)
Security Management Console
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Group and Role Based authority

A ROLE can be considered as a process
performed within the Business unit or Job

A GROUP can have multiple ROLES

Conversely a ROLE can belong to multiple
GROUPS

A GROUP can be considered as a Business Unit
or Job Description
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Object Level Access Control

Access to functions is granted at the object
level

Functions are linked to a ROLE
A ROLE is linked to a GROUP ROLE
A GROUP ROLE is linked to a USER

Access Is assigned at the object level to
enable integration to other Plex systems,
l.e YouEye (Desynit).
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Secure MDI Parent With Dynamic
Menu Building and Explorer

An MDI function provides the calling mechanism
of the Security Model

Menus are dynamically built according to the
Group Role that the user belongs to

Users only see Menus that have an authorised
function associated with it

NOTE: Authority is granted at the function level
and not the menu level
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Secure MDI Parent With Dynamic
Me

¥ Menu Explorer

Favourites
Adrninistration

] Librariat
% Edit Book Library

B EditLi
%

gand Explorer

b Security Model - Library Sample

File Menu

Llhrarlan Edit Publisher
Edit Persons

Edit Library

Edit Book Library
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Field Level Access Control

Field level access control is granted at the Group
Level

Access Levels can be
DEFAULT — Keep as is
MODIFY — Modify field

PASSWORD PROTECTED — Masks field with **" and
makes read only

READ ONLY — Cannot modify data
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Event Access Control

Sub  Set button autharity
' Seq Sample Code
Thingz to do;
Charnge "Function: Test Secure Function &' to the function to be checked, drag thiz directly from the object browser
Set the ztate of the event attached to pour button by adding the code "Set State Default, Event: ButtonCheck' and "'Set State Protected, Event: ButtonCheck"

+++0efine  Field: +Functionlmplementationt ame

+++0efine  Field: FIELDS /+Function

Change the function below to waur function b be checked

+++0efine  Funchion: Test Secure Function A

Change the function below to paur function b be checked

+++5etYalue  Field: FIELDS/+Funchion, Function: Test Secure Function A
+For Defined Value  Figld: FIELDS /+Function
+For Each Property  FMC impl name MME

+++5et Value To Current Field: +Functionlmplementationt ame, T arget
++Mame Defined  Field: +Functionlmplementationt ame, Locals SEC Function 1d:

Eall Security Faoles List. Fetch. Check Autharity
[ Localksuthonzed: == <authonzed.v'esz>
Add thiz az Code below here, Changing to the corect event : "Set State Default, Event: ButtonCheck"

Else

Add thiz az Code below here, Changing to the comrect event ; "Set State Protected, Event: ButtonCheck”

[ Edit Paint  Set button autharity
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Segregation of Authority

Administrators are segregated from each other by
application areas

Application areas prevent unauthorised granting
of authority across application owner boundaries

Roles and authorities can be seen but not
assigned
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Session management

|PE_SE$ﬂDnManagemenw BaseJob Log |HemDmJDbLDg|

Baze Job number | 135709 Base Userld | gPGMRA Baze Job name  [vOBRSYTCPCT

Job name . . . . . . . . . . YOBSYTCPCT o QPGHE Humber
Job description . . . . . . PLEX Library . . . . . FLEXER1D
HSGID TYFE SEV  DATE TIME FROM PGH LIBRARY IHST TO PGH
CFF1124 Information oo 27,0511 09:25:43 560056 QWTPIIFP QEYS 0671 *EHT
Messzage . . . . Job 136709 0PGHRE-YOBSYTCPCT started on 27-05-11 at
09:25:43 1in subsy=tem PESBS00 in PeSES00. Job entered system on 27-05-11 at
09:25:43.
CPRCz2101 Completion oo 27-05-11 09:25:43 . 8178380 QLICHLIE QO5YS 00CFE QZ25YS Q5%
From uwser . . . . . . . . . . PLEX
To module . . . . . . . . . QC25YS
To procedure . . . . . . . =y=ten
Statement . . . . . . . . . b
Mesz=zage . . . . Library li=st changed.
Cau=e . . . . . : The us=er librarv li=t was replaced by the s=pecified list
of libraries.
CEFFz2104 Ezcape 40 270511 09:25:44 44701 QLICHLEL Q5YS 0205 SCADDSC FEE
From user . . . . . .o PLEX
Mes=zage . . . . Ilbrar? FeDEVYDTAS not removed from the librarv list.
Cause . . . . . : Librarvy FPeDEVDTAS i= not in the user portion {type USE) of |
the librarv list and therefore cannot be removed. Recovery
Di=zplay the librarvy li=t (DSPFLIBL command) to determine if the llbrary name
zspecified is correct or if the specified librarv is in the svstem portion
(type SYS) of the librarv li=t. If the librarv i= a product librarv (tvpe
FFD). the librarv will be removed when the command completes. If the librarvy

=]
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Server/Environment Management -

se s A
Servers are canfiniired to nrovide the 1P Address and Port
| Select Environment E”
'.

You have multiple active environments, please select the correct environment to connect to:

Select Ervvronment

E rvironment (D E nvironment Description
FE - Development Erearonment

FE - Test Enviranment

o J(m

Select Enwvironment |

~ whenTogging on.
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Security Management Console

¥ P6_Security

Menu Authority | Function Authority || Field Security || M aintain Menu || Functions || dzers || Roles || Environments

Group Roles

Roles

Role Dezcription

Commercial Group

Mo Access

Authorite | Include

~d
-
-
-
~d
=
~d

Role Description
cial Role
ITAdrmin
Mo Access
Store Manager
SuperlzerSecurity
TCS Uszer
IDC Backup
DT Primary

= ; Rol
- = Funct ole
-,!J unction @@ Authority

[+
=]
[+
=

- B B

E38 Configuration
@ Costing
[#] Formato Maintenance
[#] General
[=l ﬁg Buzinesz Reporting Portal
& | Tadmin
=l % Caontact Enguiry
& | Tadmin
% TCS User
ﬁij General Help
[@] 1T Asdmin
@ b aterial M anagernent
|#] Order Management
@ Tranzportation b anagemert
@ TroubleShooting
[#] User Defined Codes
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Data Creation And Presentation

Servers/Environments
Roles

System Users
Functions

Maintain Menu

Field Security

Function Authority
Menu Authority
Segregation of authority
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Server Configuration

¥ Server Maintain

Servers

Server Mame Server Type Server Description
CLEDEY |EM | D evelopment
CLEFED F& Development

| CLEDEY

server Type B | w

Server Description | Developmet

IP Address | 26.1.28.26

Fort | 3789

Apply | Hew | Delete |Eefresh| Werify Sewer|
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Environments

¥ P6_Security

Menu Sutharity | Function Autharity | Field Security | Maintain Menu | Functions | Users | Boles | Erviranments

Erwironment || Wariables | Paths | Libraries

Ervironment (D | DEW

Errvironment Description | FE - Development Erviranment

o)

Library Sequence Library Mame
FPEDEVYDEDOD
PEDEVFR OO
PEDEVUTOO
MAXDTACLE
PEDEVDMOO
LIBHTTF

£

Library Dezscription
PE Database - 1BM iSenes CLEDEY
PE Server Function Library [PLEX Programsz)
PE Server Function Library [Mon-PLEX Programs|
b dicee
PE Views to MaxDB
LIBHTTF

Library Sequence 3

LIBHTTF

Library Drescription | LIEHTTF

Continue new? |:|

Apply | Mew | Delete |Befr33h|
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¥ Security

| Menu Autharity | Function Autharity | Field Secuity | Maintain Menu || Functions | Users | Roles |

Role Description | [ Pasition ]

21| |

Role Description Group Role

Adrministrators

Borrower

<1 71 =l

Librarians
Library "Worker
Public

<1 7

Fale Description |

[ Group Rale

|[ Apply ]H Hew ” Delete ”Befresh] Continue new? O
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Users

o P6_Security Q@@

M eru Autharity unction Autharity | Field Security | Maintain Menu | Functions | U Erwirann

Logon dudit

ate E=piryD ate
00oosno./a0 00oosno./a0
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Functions

¥ Security

| b e Avthoriby || Function Autharity || Figld Security || M aintain Menu| Functions | zers || Roles |

Function D | - [ Position |

B

Function ID Function Description Secure Panel Generator Function Type

Client Serve
LBAFF Edit Librany Client Server
LBEKF Edit Persong Client Server
LBEZF Edit Publizher Client Server
LBBIF Reserve a Book Client Server
SC34F Application Area E dit Client Server
SC_Admin Security Client Server

Function |D | LEZZF

Function Description |E|:Iit Book Librany Secure Panel Generator

Function Type | Client Server v |

[ Mew ” Apply ” Delete ”Eefresh ] Continue new?
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Maintain Menu

¥ Security

| kernu Autharity || Function Autharity || Field Security | Maintain Menu | Functions || Uzers || Raolez |

& Securty
=[] Librarian
& Edit Book Library
& Edit Library
& Edit Persons

% Reszeme a Boak

Change Menu Entry

Menu Text Application Area Edit

Sequence I i

Function ID | SCa4F |.-’-'«|:||:|Iic:atic:n fvea Edi

| Change | | Cancel |
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Field Security

¥ Security

| kenu Autharity || Function Authority | Field Security | W aintain Menu || Functionz || Uszerz || Raolesz |

‘ Functions Authority Groups Fields Retbuild Fields

Function 1D Function Dezcription Ihchude | Group [D Group Description Field Description | Field Restriction Type |
[v Administrators |F'er3u:|n E-mail Address  READ OMLY

2
[v 3 Librarianz Person IO PASSWORD PROTECT
5 Public
i Perzon Mame DEFALLT
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Function Authority

¥ Security

Menu Authority  Function Autharity | Field Security | b aintain Menu] Functions] zers l Rales ]

Group Roles

Roles

Librarianz
Public

Fale Description

Autharity]  Include

[~ v
<] v

Fiole D ezcription

Bomower
Library ' orker

7L Funct
B unction @@

Role
Authority

' % Acrin

% Bomower
% Application Area Edit
W Admin
& Edit Book Litvary
W Admin
@ Librany Wharker
& Edit Library
% Admin
W¥ Librany wiorker
% Edit Perzons
W Admin
@ Librany “Warker
& Edit Publisher
% Admin
W¥ Librany wiorker
% Google \Web Page
W Admin
% Reszerve a Book
W Admin
@ Librany “Warker
% Bomower
% Securty

W Admin

=]
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Menu Authority

¥ Security

Meru Authority l Furction &uthority | Field Security | Maintain Menu] Funu:tiu:uns] Lgers ] Foles ]

L : Role
Group Roles Holes g Function @@ Authority

Role Description Autharity | Include Role Description = @] Admiristration
z - % Application Area.Edit
. W Admin

Librarianz @ [+ B orrower .
Public @ [+  Libramy woaorker '

- @ Librarian
- & Edit Book Library
W& Admin
WF Library Worker
- & Edit Library
W& Admin
@ Library ‘warker
a4 Edit Persons
% Admin
WF Library Worker
- @ Edit Publisher
W Admin
@ Library W arker
—-[27 ‘wWeb Pages
- & Google
W Admin
- qg Reserve a Book
W& Admin
W Library Worker
% Bormower
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¥ Edit Application Area Roles

Segregatio n Of A ‘- = Area|: Administration —
Role Desciption

%' Edit Application Area Bormower
Library Wworker

Application Area

| 2| @ 3

Application Area s
oy . %! Edit Application A A rat

Adrministration A I' plcau" re“"' m
. .. ication Area: ministration
Library Adrminiztrator PP

User D | | [Po&itiu:un]

(|

Usger 1D Uger Mame

Application Area | Adrmirstration

[ Apply ” Mew ” Delete Hﬂefresh] Caontin

|
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Pattern Implementation

Secure MDI
Secured Buttons and Function
Security Panel
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Secure MDI

The Secure MDI provides the Logon, Menu
Building, Function Explorer and Calling
functionality

The authentication system needs to be set

Security_AD_iSeries provides a single sign on
environment, authenticating against Active Directory and
using a single user id for connecting to the iSeries.

Security_iSeries uses individual iSeries ID’s and
passwords for connecting to an iSeries.

Security_Local uses the local user id and password as
defined to the security model.
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Secure MDI

To be able to modify the MDI and Explorer the
following triples are needed

Model Editor - Function: BookMenuMDI.. . |Z||E E|

|BookMenuMDI is a FNC v | [Secure MDI

| Function L | | <Al v | Function

ncludes Build Menu

Ewplarer

Bookkenutd Dl Build Menu isa Secunity/Security Menu Build kMenu

replaces Secunty/Securty bMenu benu Explorer
..bw BookMenubdD.E splorer
Bookkenutd D E wplaorer isa Security/Security Menu Menu Explorer

replaces Secunty/Secure MOLMDIFarent

..bw BookMenutdD1 . MO P arent
Bookkenutd Dl DI Parent replaces Security/Security Menu Menu Explorer
..bw BookMenutdDl.E splorer

replaces Secunty/Secunty Menu Build kMenu
..bm BookiMenutdD| Euild Menu

ophion Secunty/Secunty_Local

ovalue Yes

AL A AT [} [ | II\IG
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Secured Buttons and Function

The *Secure Function Pattern prevents
functions from being called from within Plex or
the Command Line

The *Secure Buttons provides a framework for
setting the state of events depending on a
functions authority

| & Model Editor - Function: Book. EditSuite.Grid =3
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Security Panel

To Provide field level security inherit from

. —1) Securty Funchon Fields
S ecu rlty P ane I E = S Eel;:l_lrit_',' Fanel

EIIE FieldCreatar

Model Editor - Function: Person. Edit B@@

; EF'erscun.Edit s a SecunbydSecurnty Function Fields. Securnty Panel =
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Customer Testimonial (Summarised)

...the main advantages of the security pattern is that it
gives you a whole lot of functionality and a framework
for your applications which is extremely flexible and
configurable all in one module

...it also provides us with full functionality to manage the
access control to the application and managing the
access to different environments (Development, Testing
and Production) which is a huge advantage as we have a
single point of entry to our different environments with
the option to give users access to the different
environments

The security pattern gave us a huge advantage in
allowing us to keep our focus on the application
functionality without the need to assign valuable
resources to develop the above mentioned functionality.
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Future Plans

Acting Authority

Full auditing, allowing traceabillity of Function
call to Authority Assignment
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